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February 2007

This information was gathered from a variety of sources including conference calls with other state schools in Ohio, Oarnet, and Greg Dunn who is consultant for Oarnet on legal issues.  The information is being provided to help you understand what your university needs to do in this area.  Dave and I are not attorneys and you need to seek your legal advise at your institution.  

There are two very important dates you need to consider.

February 12, 2007 – this is the filing date if you are not exempt

May 14, 2007 – when you must be in compliance

The first date is when you have to file the appropriate paperwork, if you are not exempt.  If you determine you are exempt, which is what we (WSU) are planning on doing, we need to document the people that were involved in that decision and state why we are exempt.  We are saying we are exempt because we are a private network and are going to talk with our legal counsel to get her agreement.  For smaller schools who do not have an attorney on site, Greg Dunn who is a consultant for Oarnet is willing to help.  You will have to contact him to determine the level of support needed and the cost.  He can be reached at

Email Addresses 

gdunn@szd.com 

Phone Numbers 

Office: (614) 462-2339

Mobile: (614) 306-2600

The second date, May 14th, is when you need to be in technical compliance.  We understand that you must be willing to help Law Enforcement Agency (LEA) get the information they need.  If you are required to be CALEA compliant you are required to deliever packets to Law Enforcement per the FCC order. Please visit the ATIS website to acquire the J Standard Part B. At the time of this writing Oarnet is still not sure if they are required to file or not on the February 12, 2007 date.

We will also be discussing this at the next OSTEER meeting scheduled for Tuesday, March 6th, 2007.

Here is the Educause website which can help most organizations through the thought process.

http://www.educause.edu/content.asp?PAGE_ID=645&PARENT_ID=698&bhcp=1
There are still many gray areas when it comes to CALEA.  But a look into the future does suggest some things that should be looked at when you discuss your future network plans.  It’s probably safe to say that even being a “private network” under the CALEA definition, you could still be required to assist with a CALEA related legal request from a  LEA.  That being said, what sorts of things should an organization think about implementing in the future?  This list is a possible starting point on things to consider.  It is by all means not an exhaustive list.  

Campus Wide Authentication:  Regardless of your organization’s standing on CALEA compliance, there is a possibility, as mentioned before, that law enforcement may request information on the activity of “John Doe”.  One of the first things you’ll have to know is where has “John Doe” been, from a network perspective, during the period in question.  By having campus wide authentication and the associated logging of that information, you’ll be able to determine the address or addresses that “John Doe” has been using.

Temporary Accounts:  While there are no direct references in the CALEA regulations or opinions that say that casual users such as visitors, conference attendees, or others involved in campus life or the academic community need to authenticate, moving toward that goal through the use of temporary accounts could be useful.  It does not appear to be a requirement at this point but from the standpoint of assisting an LEA, the more information you can provide about all of the users who have used your network the better.

IP Address/MAC Address Tracking:  In most networks, IP addresses are dynamic.  Even if your environment is mixed, partially dynamic partially fixed, being able to match a particular MAC address to a particular IP address at a particular time will help.  For example, if “John Doe” is connecting his laptop up at various locations in the University, then his IP address will probably vary.  But by logging the IP address and associated MAC address, you have a better chance of finding the IP sessions “John Doe” has initiated.  Of course, this is not fool proof.  MAC addresses can be manipulated.  But it is a possible tool that will aid an LEA.

Flow Tracking:  This will be one of the key elements to think about as your networking planning goes on.  Will you have the ability to log the destinations that an IP addresses on your network goes to.  Will you, or your network provider, have the ability to log and search those flows.

Packet Duplication:  Another key element to any CALEA related request may be the ability to duplicate the packets from the IP address being observed.  This will require either you or your service provider the ability to mirror a network port.  You, or your provider, may also need to supply an IP address for any collection placed on the network so that device can establish a connection back to an LEA.

Time Stamping:  Any LEA requesting information is going to want to know the date and time of the information as accurately as possible.  Your network should make a move towards NTP if at all possible to ensure that any log files or real time captures can reflect the correct time.

Physical Port Documentation:  When an arriving LEA requests information on a person, or IP address, they may also ask for the location of the device the person is using.  By having the ability to associate the User to IP address to MAC Address to physical port you can provide this information.

Document:  Above all, document where this information is housed or how it can be collected.  Have a central contact at your location that will handle LEA requests and make sure that person knows where this information is kept and who to contact to get it.  Try to make sure that any request can be handled as smoothly, quickly, and quietly as possible.  That last point should also be emphasized.  The fewer people involved in the process the better.  And make sure that those involved in the process understand that all information is confidential.

To sum things up, think about being prepared to answer Who, What, When, and Where to a LEA agent.  The obvious missing piece to this is Why and the LEA will know that.  To go back to our “John Doe” example, an LEA may show up with a name, and/or an IP address, or possibly just a location and you will be asked to fill in the other pieces of the puzzle.  You may be asked who was using an IP address, what time was this user on, where was the traffic going, or where the person was while the connections were in use.  You may need to provide a history of the answers or be prepared to answer them in real time.  If your organization thinks about what mechanisms are in place and which ones need to be added to answer these questions, you should be better prepared as the CALEA requirements start to come into focus.

If you have any questions please contact Oarnet or you can contact David Markey or Larry Fox at Wright State. Our numbers are David – 937-775-4107 or Larry – 937-775-4009.

Sincerely,

Larry Fox

David Markey

Wright State University

