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Abstract

Managing concurrency is a fundamental requirement for
any multi-threaded system, frequently implemented by seri-
alizing critical code regions or using object locks on shared
resources. Storage systems are one case of this, where mul-
tiple clients may wish to access or modify on-disk objects
concurrently yet safely. Data consistency may be provided
by an inter-client protocol, or it can be implemented in the
file system server or storage device.

In this work we demonstrate ways of enabling atomic
operations on object based storage devices (OSDs), in par-
ticular, the compare-and-swap and fetch-and-add atomic
primitives. With examples from basic disk resident data
structures to higher level applications like file systems, we
show how atomics-capable storage devices can be used to
solve consistency requirements of distributed algorithms.
Offloading consistency management to storage devices ob-
viates the need for dedicated lock manager servers.

1 Introduction

Controlled access to shared resources is a fundamen-
tal requirement for any multiprocess system. The resource
could be a hardware device, memory region, or block of
storage on a disk. The simplest form of controlled access
is the exclusive lock, where at most one process is permit-
ted to access the resource. More complex forms, such as
multiple-reader locks and queuing systems, are also possi-
ble.

There are numerous examples where serialized access to
storage devices is essential. It ranges from database trans-
actions to file system metadata operations which demand
consistency and correctness guarantees. The work in this
paper is at a lower level than the applications. Here we are
proposing atomic primitives to be supported directly by the
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storage device. We believe that atomics-capable disks will
simplify synchronization management at the higher level
applications.

Cooperative locking is by necessity implemented us-
ing inter-process communication, either by directly send-
ing messages between interested processes, or by changing
the state of some shared resource to perform the lock proto-
col. More complex protocols are frequently built on simple
primitives offered by hardware, such as the “test and set” or
“load locked, store conditional” operations of many multi-
processor systems [12, 15].

There are two major ways to implement resource lock-
ing. First is through cooperative algorithms that are dis-
tributed across all processes, such as Paxos [14]. The sec-
ond is through centralized locking, where a single entity ar-
bitrates access to the shared resource. This is commonly
found in distributed lock managers [11], where processes
make requests for a lock to a central server, which grants
access to only one at a time. In centralized locking, the lock
arbitration may occur at the resource itself, or at a separate
server.

In some situations, only centralized locking where the
lock is at the resource is sufficient. Both distributed co-
operative locking and centralized locking using an external
server have the split brain problem. Because the locking
operations go across a network that is different from where
the resource lives, it is possible for the processes to commu-
nicate with the resource, but not to be able to obtain a lock
to do so. In practice, this problem is worked around us-
ing multiple redundant communication mechanisms, but an
easier approach is to implement the locks inside the locked
resource, or in our case, on the disks.

This paper discusses ways to implement locking on stor-
age devices, in particular on object-based storage devices
(OSDs). We argue that locking at the level of an object is
both natural from a programmer’s point of view, and scal-
able from a resource management point of view. We present
in Section 4 design choices for building primitives for lock-
ing, which can be used for a broad class of algorithms that



require atomic state modifications. Examples of how these
features can be used are shown in Sections 6 and 7. Experi-
mental evaluation is described in Section 8 followed by our
conclusions in Section 10.

2 OSD Background

Object-based storage devices (OSDs) place increasing
responsibility for data layout and management on the de-
vices themselves. Unlike traditional block-based disks that
represent storage as a linear array of bytes and export a
logical block address (LBA) interface, OSDs export an ob-
ject interface. Enabling a high-level object interface allows
OSDs to take over low-level data layout management op-
erations from the host operating system as shown in Fig-
ure 1. According to the OSD specification [22], an object
is a fundamental entity that has attributes and stores data.
The object data is made up of a sequence of related bytes.
Some object attributes can be user-defined, and all attributes
are managed by the device. This capability of extensible
attributes gives users powerful semantic control over man-
agement of the data.
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Figure 1. Comparison of block-based and
object-based disks.
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We use this attribute feature of OSDs as a natural mech-
anism with which to implement atomic operations. Per-
object state is represented as a value in an attribute. These
“lock” attributes are interpreted only by applications and do
not have any particular meaning to the storage device itself.
By invoking the correct atomic primitives to modify these
attributes, applications can trust that the OSD will maintain
state information needed to implement the exclusivity algo-
rithm.

OSDs offer commands to read and write data, create
and destroy objects, and get and set attributes, among oth-
ers. The attribute modification commands are special in that
they can be attached arbitrarily to any other command. This
allows particular optimizations to reduce round-trip trans-
fers between an application and the device. The attribute
number space on an object consists of two 32-bit identifiers:
an “attribute page” and an “attribute number.” The value
stored in a particular attribute identified by these identifiers
is an arbitrary list of bytes, up to 16 kB in length. The at-
tribute value need not have any particular format, although
applications will find it useful to interpret the bytes in cer-
tain ways, as an integer or a string, for example.

3 Locking on Storage Devices

In this section we describe some of alternatives for en-
abling atomic primitives on OSDs.

3.1 Current approaches

To implement a protocol for exclusive access using stor-
age devices, it is necessary for multiple clients to use stor-
age commands to ensure that only one of the clients exits the
algorithm knowing it has acquired the lock. While OSDs
do support a highly flexible set of independent attributes
on each object, they do not have any special semantics that
enable exclusive access. In this respect they behave just
like the data in the objects: no guarantees are provided that
two separate commands will occur without intervention by
a command from another client.

This lack of atomicity is the same issue that prevents
locking algorithms being built using today’s block-based
devices. If one assumes that data reads or writes are atomic
at some granularity, such as at the 512-byte sector level, it
is possible to construct series of reads and writes to obtain
a conceptual lock. However, such atomic behavior is not
guaranteed by the specifications, nor would the multi-step
algorithms be very efficient.

There is support for RESERVE and RELEASE com-
mands in some SCSI devices, which allow a client to take
over the device for itself and restrict access from other
clients. This is a very coarse operation, in that the disk
may not process any commands for other clients during the
reservation. It also had the problematic behavior that a bus
reset or device power cycle will break an existing reserva-
tion. This can cause the unexpected loss of a lock when a
machine unexpectedly reboots, even one not currently in-
volved in the locking activity. A more recent SCSI primary
command standard, version 3 [21], adds “persistent” reser-
vations that optionally allow devices to preserve the state
across a power cycle, although they also limit access to only



a single client and thus prohibit use of the entire device (not
just a few blocks) during the reservation.

3.2 Alternative mechanisms

Due to these fundamental limitations of existing stor-
age devices, and the need to implement scalable resource-
resident exclusive access protocols, we seek to extend the
OSD specification by adding commands that can be used to
build locking algorithms. One approach would be to add
a LOCK command that can claim a particular object for a
client, much like the SCSI RESERVE, but at object granu-
larity. This would work, and solve many of the issues called
out above; however, it requires particular state at each object
to track the locks, even across power cycles. In an imple-
mentation, it requires that any object access must first check
the lock state before proceeding, possibly slowing down all
operations.

Instead we leverage the existing attribute infrastructure
on OSDs by adding a way to atomically modify a partic-
ular attribute on an object. This is not a persistent lock,
but simply a pair of operations such as read-modify-write
or test-and-set, that can be performed by the device on a
single attribute without interruption. This approach adds no
overhead to any other operations, requires no separate state
(beyond existing attribute support), and is very easy to im-
plement.

Several atomic primitives have been used for synchro-
nization. In shared memory multiprocessors, where atomic
operations are widely supported in machine instruction sets,
primitives like load-linked, store-conditional, compare-
and-swap, test-and-set and read-modify-write provide syn-
chronization mechanisms. However, Mellor-Crummey et
al. [15, 16] showed that compare-and-swap (CAS) is the
most powerful among these atomic primitives and can be
used as a building block for more sophisticated locks, like
shared and multimodal locks. This motivated us to include
compare-and-swap and fetch-and-add as the two atomic
primitives for our OSD implementation. The following sec-
tion explores the design options for these primitives in the
context of OSDs.

4 Atomic operations design choices

Even for operations as conceptually simple as compare-
and-swap (CAS) and fetch-and-add (FA), there are many
options regarding their implementation on OSDs. The two
constraints we seek to impose are: atomic operations should
be broadly useful by a variety of applications; and, the abil-
ity to support atomic operations should not unduly compli-
cate other functions of the OSD. The following paragraphs
discuss some of the trade-offs.

Number of atomic attributes: The number of attributes
per object dedicated for atomic operations significantly af-
fects the implementation of atomic operations. One might
use a single attribute per object for atomic operations or
might use many attributes. It is very natural to associate one
lock per object and indeed several programming paradigms
follow that construct. But it unnecessarily constraints non-
interfering operations to be serialized. For example, two op-
erations modifying different attributes in an object will be
forced to be serialized, when instead they could be executed
simultaneously. Therefore, limiting atomic operations to a
single attribute might be natural to implement, but induces
false sharing.

Attribute location: Depending on the number of ded-
icated atomic attributes, the choice of attribute location
might be important. For example, in order to implement
single-attribute atomics, we may select one of the “reserved
user object pages” [22] and designate attributes within that
page for atomic operations. That would place the atomic
attributes at a well-known location for each object. It might
be sufficient for applications requiring locks on the whole
object, but it constrains applications which might want to
lock the object using a different section of attribute space.

Attribute length: In traditional SMPs or in high-
performance interconnects like InfiniBand [9] that support
remote-atomic operations, atomic operations are executed
on word-size operands. These operands are typically 8
bytes for modern architectures, and a fixed word size would
be easier to implement in hardware. However, some appli-
cations may prefer longer or variable length attribute values,
perhaps to store arbitrary string values as the lock item.

Undefined attributes: The traditional CAS operation
would atomically swap the value only if the comparison
succeeded. However in the OSD case, an undefined at-
tribute has a value of length zero, and is treated differently
than defined attributes. The CAS operation can be extended
to handle this case as follows: if the attribute value was set
(i.e., defined), perform the CAS as previously described;
however, if it was not defined, perform the CAS as if the
comparison succeeded and always update the value. For
FA, an undefined attribute can behave as if it were defined
with the value zero. These extensions simplify some algo-
rithms by removing an explicit lock initialization step.

Advisory or mandatory: Should it be possible for at-
tributes that are used for atomics to be modified by non-
atomic operations? This is akin to asking if the use of CAS
is advisory or mandatory. It would be possible, especially
with fixed attribute location, for the device to disallow a



simple SET ATTRIBUTES command that targets a atomic
attribute. Doing so, however, would require an extra check
even for non-atomic operations and goes against the spirit
of limiting the interference of atomic operations on normal
OSD operations.

Isolation level: Obviously the CAS or FA operation it-
self must be indivisible. But should atomicity guarantee be
extended to the optional get and set attribute tasks? An on-
going atomic operation might prevent any other access to
the entire object and all its attributes. Or the CAS or FA
may be limited in scope to modify just the single attribute
in question, allowing other operations (such as READ and
WRITE) to proceed simultaneously. While a wide scope for
isolation may allow some algorithms to securely fetch mul-
tiple attributes in a single operation, this may be more inva-
sive to implement as other non-atomic commands also must
be paused during the duration of the compare-and-swap or
fetch-and-add.

CAS effect on other attributes: Every OSD command in
addition to executing the operation can optionally get or set
attributes. The OSD specification carefully enumerates the
ordering of various tasks during the execution of an OSD
command: the command itself is performed first, then at-
tributes are set, and finally attributes are retrieved, as spec-
ified by the command. In defining a CAS command, we
may extend its semantics so that other set attribute com-
mands in the set attribute list are only performed if the CAS
“succeeded,” that is, if the swap was performed. This per-
mits applications to do a one-step operation of acquiring the
lock and updating one or more other parameters. If the lock
could not be acquired, the other parameters are not updated.
The lock can optionally be released in this same command
by adding another set attributes entry for the lock parame-
ter itself, allowing single-command modification of multi-
ple attributes under a lock.

5 Atomic operations implementation

Based on the above design space and experimentation
with many prototypes, we have settled on a single imple-
mentation. The code was tested and validated in our OSD
initiator and target software [6, 7].

Two new bidirectional OSD commands, CAS and FA,
are defined. They are modeled after the existing SET AT-
TRIBUTES command, which specifies a particular object,
and can both set and get attributes in the single command.
It does this by providing two lists: attribute locations and
values to set, and other attribute locations to retrieve.

For CAS, the compare and swap values are conveyed as
the first two attributes in the list of attributes to set. The

OSD will atomically compare the “compare value” against
the value already in that attribute, and if identical, it will re-
place it with the “swap value.” The “original value” may op-
tionally be retrieved by requesting an attribute from the Cur-
rent Command Attributes Page. This usage style matches
how other OSD operations send multiple data items, and
how they return results from the operation itself, as distinct
from returning data or existing attributes.

The fetch-and-add command, FA, operates similarly, but
requires only the single “add value” to be sent by the initia-
tor. This value (possibly negative) is added to the existing
attribute, and the original value may optionally be retrieved
as for CAS.

Both CAS and FA may operate on any attribute—there
is no fixed location. This allows multiple uses of locking in
a single or multiple applications to be supported simultane-
ously, without any external coordination.

The length for the values in a CAS operation is arbitrary,
up to the maximum of 64 kB as defined by the OSD specifi-
cation [22]. For FA, however, we chose to limit its scope to
8-byte words that are treated as signed integers during the
computation. The reason for limiting the size to 8-bytes is
that at present computation on 8-bytes words is standard and
the main purpose of FA is to progressively generate unique
tokens and 8-bytes are sufficient for the applications. How-
ever, the design is extensible to larger or smaller word sizes
if required.

The implementation does treat undefined attributes as
described above: CAS will succeed when encountering an
undefined value, and FA will treat it as zero. This was ob-
served to simplify our test applications considerably.

Partially due to the lack of a fixed location for attributes,
and also driven by the desire to keep the implementation
simple and avoid interference with the rest of the OSD, both
CAS and FA are purely advisory. Other commands may
set or get the attributes affected by the atomic operations,
without using them. They are also atomic only at the level
of the attribute on which they operate. Other commands that
affect other aspects of the object may proceed concurrently.

While conceptually attractive, we decided not to include
the ability of using the result of the CAS comparison to po-
tentially disable other attribute modifications in the same
command. In the implementation, some complexity was
necessary in order to squash the later attribute changes and
to carry around the result of the CAS in order to do so. No
compelling application example was found, either.

6 Distributed data structures

In this section we describe some fundamental data struc-
tures that are used on shared storage, and discuss how they
could be implemented on object-based storage devices us-



ing the new compare-and-swap and fetch-and-add opera-
tions.

6.1 Linked list

The classic approach to have objects “point” to other ob-
jects is a linked list. Linked lists are used in several pop-
ular disk-resident data structures used by filesystems such
as hash tables and B-trees. When multiple processes are
involved in concurrent modification of a linked list, some
form of synchronization is required to ensure consistency.

On OSDs, a natural way to store the items or objects that
are being chained together is one per OSD object. Then to
link objects together, attributes on the objects can be used
to point to other objects, by storing the object identifiers as
values of particular attributes. Data structure consistency
can be enforced by using a single global lock to protect the
entire list, but finer grain concurrency can be supported by
using compare-and-swap to modify links. For instance, in-
serting a new element at a position in the chain involves
setting up the pointers on the new element, then changing
the forward link on the previous item in the existing list to
point to the new element. This is only safe to do if the link
has not changed during the time the new element is being
constructed. A CAS operation can be used to ensure that
the old value of the link is what was expected, achieving a
lock-free insert algorithm for this particular data structure.

6.2 Work Queue

A work queue is used to regulate processing steps on a
set of items. Multiple producers insert new items into the
queue, and consumers retrieve the items and process them.
Order among the items is not important, but it is crucial
to ensure that every item gets processed exactly once by a
single consumer, and that no items are lost. It is natural to
identify these items with OSD objects.

Producers can allocate new objects using the CREATE
operation that guarantees a distinct identifier for each ob-
ject. Consumers can use the LIST command or an atomic
counter (described in the next section) or some other out-
of-band mechanism to identify new items. For a consumer
to claim an item, it must be sure that no other consumer
has done so. This is possible by defining an attribute on the
work item to indicate the object has been “claimed” and to
require consumers to modify that attribute using CAS to at-
tempt to claim an object. Even if two consumers attempt
this operation at the same time, the OSD ensures that only
one will succeed. The winner can perform its processing
then change the attribute to deliver it to future processing
phases.

6.3 Delivery Counter

In some situations, there is exactly one resource, and
multiple clients must manipulate it exclusively. A common
way to ensure this is with a spin lock, easily implemented on
an OSD by using a compare-and-swap operation on a well-
known attribute of an object. Clients must poll the OSD,
continually retrying the CAS operation, to check for avail-
ability of the resource.

When there are many clients or the resource occupancy
time is high, it is better to have clients queue up for service
to avoid the polling overheads on the device and the net-
work. The classic solution to this problem is the bakery [13]
algorithm which relies on a unique number generator. The
fetch-and-add command can be used to deliver a unique, in-
creasingly ordered “ticket” to a client, as is done to manage
a line of shoppers waiting for attention from the delicatessen
attendant. When the ticket is “called,” the shopper can make
his purchase.

In the OSD case, there is no mechanism for signaling to
clients when a ticket is ready, but this can be implemented
out-of-band by a number of mechanisms. For instance,
ticket holders can place their IP addresses or host names, or
some system identifier suitable for the application, into an
attribute slot for that ticket. As the current resource owner
completes the exclusive section, it can release the lock and
signal the ticket holder that is next in line. Some amount
of polling will be required to avoid race conditions and ac-
count for failed clients, but much less frequently than with
the spin lock approach, especially when the waiting queue
is long.

7 Application case studies

In this section we discuss two applications that use
atomic operations on OSDs. This builds on the previous
section by highlighting exactly how the new operations can
be used.

7.1 File system directory

It is possible to implement a traditional Unix-style file
system on an OSD. If the file system is to be used in a dis-
tributed environment, where multiple clients can access it
concurrently without an intervening server, care is required
to avoid corrupting file system data structures. This direct-
access approach is different than network-attached file sys-
tems like NFS that mediate access using servers; it is also
different from direct-attached block storage because multi-
ple clients can access the files at the same time.

In a related work [6], we adapted an existing distributed
parallel file system to use OSDs natively. Parallel Virtual



File System [3] is a parallel filesystem used mainly in high-
performance computing environments serving I/O intensive
parallel applications. By using OSDs as the back-end data
and metadata store, we are able to eliminate all file system
servers completely, letting clients directly access the stor-
age.

We chose to implement directories as OSD objects and
directory entries as attributes of that object. The location of
the directory entry within the attribute page is determined
by the hash value of its name. The contents of the attribute
contain the entry name and the object identifier to which it
points. Because no two entries in a directory are permitted
to have the same name, the algorithm to insert a new direc-
tory entry uses CAS to ensure that the slot (and hence the
name) was previously empty. This avoids the race condi-
tion where two clients attempt to create the same file at the
same time. CAS is also used on entry removal to avoid the
situation where another client quickly deletes and reinserts
a new file, causing the wrong file to be deleted.

One problem that arises when dealing with hash tables is
the possibility of a collision. In our case, due to the finite
number of entries in an attribute page, multiple directory
entries will be hashed to the same location with some non-
zero probability. The conventional solution to a collision
problem is chaining [4]. When multiple entries collide into
the same hash bucket, they are chained into a linked list.
This is the approach we follow for collision resolution.
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Figure 2. Hash table data structure.

Directory entry name

The encoding of the directory entry and the design of the
data structures used is influenced by the hash table collision
resolution scheme. Figure 2 shows the OSD-resident data
structures used by our scheme. The hash table page stores
the directory entries. This is the entry point into the hash
table. A directory entry name is hashed to get an attribute
number in this page. The linked list page stores the remain-
ing nodes of the linked list and is only used in the case of
collisions. The lock page stores a lock for each entry cor-
responding to the hash table entry. The purpose of a lock

within the lock page is to serialize modifications to linked
list in the corresponding hash table entry. There is a wrap-
around counter that points to the next available entry in the
linked list page. It is implemented as an attribute in some
other page.

Each directory entry encoding should uniquely identify
a file or directory. The encoded value of the directory entry
is stored as an attribute value in the hash table page and,
in the case of collisions, in the linked list page. As shown
in the figure, this encoded value is made up of a mark bit,
next pointer, and the directory entry name that includes the
8-byte object identifier for the entry.

Figure 2 shows a snapshot of the state of different data
structures. In the common case, for names “dirent-56 and
“dirent-59,” there is no collision and the mark bit and next
pointer are zero. Rarely, multiple names will hash to the
same attribute slot. Here, slot 455 is shared by “dirent-20,”
“dirent-78” and two others. As a result, the next pointer
specifies a location in the linked list page that contains the
second directory entry for that slot. Further links in the
chain are found from there. The mark bit is used to control
access to the linked list page so that the algorithm can take
the fast path and update directory entries in a single step.
All the data structures reside on disk and atomic operations
are used extensively to ensure consistency.

7.2 Avoiding split brain in fail-over

As mentioned in the introduction, the classic fault toler-
ance setup involves two (or more) machines connected to a
single disk. One machine is “active,” performing the ser-
vice and saving its run-time state on the shared disk. In the
event that it fails, the other machine notices and takes over
the service by reading the state from the disk and contin-
uing. The way that the back-up machine detects failure is
usually through “pinging” the host on a separate network.
In the case of no response, it declares it dead and takes over
the service.

However, the back-up machine will also declare the ac-
tive machine dead if the network fails, resulting in the case
that both machines attempt to use the shared disk and likely
data corruption. This is the “split brain” scenario, and it is
usually generalized to network partitions involving whole
subsets of machines that become isolated from each other.

An alternate approach is to place liveness detection into
the storage system. The active client is responsible for up-
dating a timestamp somewhere on the disk. The back-up
machine watches the timestamp to ensure progress, and ini-
tiates take-over if it infers that the active machine has failed.
When multiple machines are involved, the decision on the
next leader could be resolved by the one that succeeds in
setting up its identifier as the leader on the storage device.
The primary on its return should check with the storage the



current consensus on the leader. Traditionally these issues
are handled using SCSI reservations that have the problem-
atic issues mentioned earlier. With atomic operations, this
process can be modeled as a work queue, defining objects to
represent services and using attributes on those to represent
ownership and activity timestamps.

8 Lock throughput experiment

While this paper focuses exclusively on the use of atomic
operations on storage devices directly, the leading approach
in practice is to use a distributed lock manager. A DLM
is an service implemented on one or more machines, out-
side of the storage system, that grants access to shared
resources. We argue that implementing locking directly
on disks is more natural, requires fewer components, and
avoids the “split brain” scenario to implement locking di-
rectly on disks; however, a server-based DLM approach of-
ten is a perfectly reasonable approach for some applications.

This section shows one experiment to gauge the perfor-
mance of on-disk locking against a DLM. We conducted
the experiment on a Linux cluster where each node has two
AMD Opteron 250 processors, 2 GB of RAM, 80 GB SATA
disk and runs version 2.6.25-rc1 of Linux operating system.
The onboard Tigon 3 Gigabit Ethernet NIC is used for com-
munication, with a single SMC 8648T 48-port switch.

There are quite a few caveats regarding this experiment.
It was not designed to demonstrate a performance advan-
tage for OSDs; in fact, due to our use of a software object-
based storage device, it is difficult to make any solid claims
about expected OSD performance. We implemented a lock
manager as a single server process, not as a group of pro-
cesses sharing the load of many locks. This was intentional
to mimic the typical environment that has tens or hundreds
of disks for each lock manager server.

The lock manager is implemented using a very light
weight protocol and only serves exclusive locks. Its soft-
ware overheads are likely low compared to production-
quality implementations. In order to tolerate faults, the
lock manager commits every data structure change to its
internal disk. This is necessary and common in practice,
as otherwise, a fault in the lock manager would not be re-
coverable. The OSD also commits every attribute change
to the disk. For our lock manager implementation we use
O_DIRECT mode writes for the log file with commit granu-
larity of 512 B. This mechanism bypasses normal file sys-
tem buffering and delivers the highest throughput to the sta-
ble store.

Since locking in OSDs does not require any central
server for synchronization, the processes must re-attempt
lock acquisition in the case of contention. It is not ac-
ceptable for them to busy-loop as that would saturate the
network and the OSDs. This problem similar to the col-

lision avoidance problem on shared media, such as Ether-
net hubs [17]. The classic solution to that problem is trun-
cated binary exponential backoff. In the context of SMPs,
this exponential algorithm has been adapted for lock con-
tention [2, 15], and we use a similar approach in the case of
OSDs.

The experiment was conducted as follows. For a given
number of OSDs, the root process populates them with a
predefined set of objects. A subset of these objects are se-
lected as the locking set. Contention for locks is inversely
proportional to the number of objects in the locking set. A
set of 10 processes perform a fixed number of iterations
across the following steps: select an object at random from
the set, acquire the lock for that object, write 256 bytes of
data to the object, and finally release the lock. In the central-
ized lock manager case, locking and unlocking are handled
by it alone, and in the case of OSDs, the processes rely on
the CAS (Section 5) operation to manipulate locks that ex-
ist as attributes on the objects. At the end, the root process
stops its timer and calculates an overall throughput value.
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Figure 3. Lock throughput for four OSD con-
figurations, and for a single distributed lock
manager, which is shown as the curve with-
out any symbols.

Figure 3 shows the lock throughput for 5 configurations.
The four OSD cases are for the number of drives in the sys-
tem, where all OSDs share the locking load, because locks
are implemented directly on the objects that the test pro-
cesses are attempting to manipulate. The single DLM case
is shown as a solid line without symbols in the figure. It
manages all locks for the devices.

In all cases, throughput is low when there is only one ob-
ject in the set, yielding a very high level of contention for
the lock on that object. As more objects are put into play,
the chance that multiple processes will randomly select a
single object at the same time goes down, and throughput
increases. Limited device (or DLM) capacity causes all



curves to flatten out at low contention values (to the right).

The figure shows that the single DLM process provides
better throughput than a single OSD. This is due to iSCSI
protocol overhead and the slower algorithms involved by
using SQLite as the back-end attribute storage system in
the OSD; while the lock manager uses a minimal network
protocol and direct writes to the disk. In the expected use
case where a shared storage system is comprised of many
disks, each disk manages the locking for the objects it hosts.
This allows the throughput to scale almost linearly as more
object-based storage devices are added to the system, as
shown in the separate curves for 1, 2, 5 and 10 OSDs.

(There is a further optimization in the case of OSD locks
that we do not take advantage of here. It involves release the
lock by setting the lock attribute to zero along with the write
command. This is safe as the write is performed with the
lock held. It saves one round-trip CAS in the OSD case, and
pushes the single OSD throughput up to roughly coincide
with the lock manager throughput.)

9 Related work

Intelligent disks [8] have been proposed earlier to re-
duce latency and improve the performance of data inten-
sive workloads. The main motivation was to exploit the
reducing cost of compute logic by adding computation ele-
ments closer to the hard drive, thereby offloading computa-
tion to the peripheral and improving the performance of ap-
plications dealing with large and streaming data. This idea
was earlier popularized by Active Disk [1], Active Stor-
age [18] and iDisk [10] projects, which specifically targeted
data streaming applications like decision support systems
which are pretty common in database domain. Semanti-
cally smart drives [20] and type-safe disks [19] have been
proposed to exploit the information that is mined from the
filesystem data structure operations on the disk, to improve
overall system performance by techniques like prefetching,
efficient data layout and better caching support. In contrast,
our work is focused in trying to enable atomic operations on
a disk, which is clearly complementary and an extension to
the previous work.

Other peripherals which support atomic operations in-
clude advanced interconnects like InfiniBand [9], where
these operations are heavily used for synchronization of co-
operative processes. Atomics enabled network peripherals
ease the realization of a distribute shared memory system
out of a cluster of computers. One of our main motivations
in enabling atomic operations on disks is when the coopera-
tion of the clients happens only through the storage device,
and enabling atomics operations on disk enables the disk to
unify all the serialization tasks.

Machine support for atomic operations are widely found
in multi-processor systems [12]. Compare and swap has

been shown [15, 16] to be most generic atomic primitive
on which other synchronization primitives could be build.
Unlike shared memory systems, distributed lock manager
(DLM) [5, 11] is the standard way of providing locking ser-
vices in distributed memory systems. By enabling atomic
operations on the disk, our work complements the existing
distributed systems, which can use these disks to address
the split brain problem.

10 Conclusion and Future work

In this work we proposed the addition of two new com-
mands, compare-and-swap and fetch-and-add, to support
concurrency control that is integrated in the storage system.
The approach extends the existing attribute model of OSDs
by providing the capability to modify an attribute atomically
within a single command.

Providing primitives at storage devices for the manage-
ment of concurrency can lead to elegant and scalable dis-
tributed data structure algorithms.

We have submitted our work to the OSD technical work-
ing group and are working closely with them to incorporate
the features described in this paper.
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