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Abstract— Recent advances in networking include new
bandwidth-intensive applications, sophisticated protocols that
enable real-time data and multimedia delivery and aspectsof
network security that were not conceived in the beginnings of
the Inter net. Given theseadvancesand the rapid increasein the
number of users accessingthe Inter net, today's networks need
to deliver high levels of end-to-end performance in a reliable
fashion.In this paper, wepresentour novel network measurement
methodologywhich employsan application-speci�c measurement
toolkit including a scaleabletest scheduler and analysis module
to empirically identify end-to-endbottleneck paths in monitored
network routes. To show the utility of our proposed method-
ology, we present case-studiesfr om a network measurement
testbed between 3 University campus labs traversing regional
and national academic network backbones. Our case-studies
addressidentifying network measurement anomalies in routine
ISP operations due to route changes,device mis-con�gurations
and erroneousdata fr om measurement tools. We also presenta
performance comparison of campus,regional,national-academic
and national-commercial network paths basedon the measure-
ment data obtained fr om our testbed. Finally, we illustrate the
requirements and potential of federated measurement testbeds
to better characterize end-to-end network performance across
multiple ISP domains.

Index Terms— Testbed Cooperation and Integration, Innova-
tive Measurements Methodologies and Tools, Traf�c Measure-
ment Testbeds

I . INTRODUCTION

Assessingend-to-endnetwork performancerequires per-
forming variouskinds of network measurementsat strategic
pointsin thenetwork andanalyzingtheobtaineddatato make
reasonableconclusionson the level of network performance.
Sincemany of the early andbasicnetwork protocolsdid not
addressvariousessentialrequirementsfor network measure-
ments in their speci�cations, Network MeasurementInfras-
tructures(NMIs) have becomenecessaryin today's networks.
NMIs supportnetwork-wide measurementdatacollectionand
analysesto detectperformancebottlenecksin networks that
affect theend-user'sexperienceof network-basedapplications.

TraditionallysimpletoolssuchasPingandTraceroutewere
integratedinto NMIs [1], [2] to isolateproblemsrelating to
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network connectivity andnetwork topology. Today's advances
in popular Internet applicationsthat use protocols that are
complex and bandwidth-intensive, combinedwith the grow-
ing demand for sophisticatednetwork measurementsfrom
researchers,ISPsandend-usershasled to the needfor Next-
GenerationNetwork MeasurementInfrastructures(NG-NMIs).
Someof thenotableNG-NMIs beingdevelopedin thenetwork
measurementcommunityinclude [3], [4], [5]. The NG-NMIs
canbe differentiatedfrom the traditionalNMIs in termsof:

� A Toolkit that usesa set of moresophisticatedtools for
active andpassive measurements

� A more complex test schedulerthat automatesand reg-
ulates the amountof measurementsto be made in the
network

� An analysisengine that correlatesperformanceacross
multiple pathsandgeneratesvariouskinds of alerts;e.g.
“Concerned”/“Panic” performancelevels

� A publicly accessiblemeasurementinfrastructure that
permits testsfrom authenticatedend-usermachinesand
generatesbothhostandnetwork relatedperformancedata
for analysis

� A framework that permitssharingof network measure-
mentdatabetweenmultiple ISP domainsusingcommon
measurementdatarequest/responseschemas

� An architecturethat not only isolatesa network bottle-
neck but also noti�es appropriatepersonnelwith infor-
mationfor quick problemresolution

Many of the above mentionedNG-NMIs thoughattemptto
be generic in order to be pertinent in most networks, they
fail to scale up as demandsand necessitiesvary vastly in
different networks. We are developing a NG-NMI called the
TFN-BeaconInfrastructure(TBI) aspartof our Third Frontier
Network MeasurementProject [6] which builds upon the
principlesof other NG-NMIs but is customizedto bettersuit
the measurementandmonitoringneedsof our Third Frontier
Network. The Third Frontier Network (TFN), fundedby the
Ohio Board of Regents, is the dedicatedhigh-speed�ber -
optic OARnet network backbonespanningover 1,600 miles
of �ber linking Ohio colleges,universities,K-12 schoolsand
otheracademiccommunitiestogetherto promoteresearchand
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economicdevelopment.Thenovel featuresof our TBI include:
anapplication-speci�cmeasurementtoolkit, anautomatedand
scaleabletest schedulersoftware and an analysismodule to
empirically identify end-to-endbottleneckpathsand in some
cases,even speci�c bottleneck-hopsin network pathsbeing
monitored.

We have setup a pilot testbedof measurement-beacons
that generatemeasurementdata to analyzenetwork end-to-
end performanceat the campus,regional and nationallevels.
Our measurement-beaconsare located at: The Ohio State
University Computer Science Lab (OSUL), University of
Cincinnati ComputerScienceLab (UOCL), North Carolina
StateUniversity ComputerScienceLab (NCSL) and at the
borderpointswithin theTFN backboneto which theOSUand
UC labsareconnected.Our plan is to extendthe deployment
of the measurement-beaconsto many otherstrategic locations
in theTFN basedon theexperiencesandlessons-learnedfrom
the pilot testbed.The key researchgoalsof our pilot testbed
are:

� To understandnetwork end-to-endperformancevia par-
tial pathand intermediatebottleneckhop analysis,

� To understandnetwork performancemeasurementdata
reportedby varioustoolsto empiricallycorrelatenetwork
eventsin a routinemonitoring infrastructureand

� To compareperformanceat campus,regional, national-
academic and national-commericalnetwork levels to
quantify end-to-endnetwork performancestability in the
Internet

Towards achieving thesegoals, we have compiled a few
case-studiesfrom themeasurementdatawe have beencollect-
ing continuouslyover a 2-monthperiod betweenthe sites in
thepilot testbed.Thecase-studiesaddressidentifying network
measurementanomaliesin routineISPoperationsdueto route
changes,device mis-con�gurationsand erroneousdata from
measurementtools. Finally, we present a framework into
which we envision the NG-NMIs, such as our TBI, will
eventually evolve to meet the future demandsof end-users,
ISPs and researcherswho will seek real-time, historic and
forecastedmeasurementdata to better understandnetwork
behavior affecting their applications.

The remainderof the paper is organizedas follows: In
Section II we describetheTBI functionalities.In Section III
we describeour testbedandrelatedend-to-endnetwork perfor-
mancecase-studiesobtainedfrom our ongoingmeasurements.
In Section IV we discussrelated-work and our vision of a
futuristic framework for NG-NMIs. In Section V we conclude
our work.

I I . MEASUREMENT INFRASTRUCTURE

The �rst contribution of this researchstudy is the devel-
opment of the software necessaryfor the TBI to generate
end-to-endperformancedata.The TBI consistsof the basic
componentsexpectedto beseenin any NG-NMI. Fig. 1 shows
thevariouscomponentspresentin a typicalNG-NMI. TheTBI
componentsare:

� A setof measurementserversequippedwith a measure-
menttoolkit andlocatedat strategic pointsin thenetwork
beingmonitored

Fig. 1. Typical NG-NMI Setup

Measured Network Character-
istics

Tool Availability

Round-tripdelay Ping OpenSource
High-precisionone-way delay OWAMP OpenSource
Topologyandroutechanges Traceroute OpenSource
BandwidthCapacity:Per-hop Pathchar OpenSource
Availablebandwidth Pathload OpenSource
Bottleneckbandwidth Pathrate OpenSource
TCP throughput Iperf OpenSource
Performance of H.323
audio/videosessions

H.323 Beacon OpenSource

Performance of multicast ses-
sions

Multicast Beacon OpenSource

End-hostperformance NDT OpenSource
Network traf®c quantity and de-
scription

Net�ow Opensource

Hop-by-hoppathperformance appareNet Commercial
Application responsetime NetQoS Commercial

TABLE I

TOOLS USED IN THE NETWORK MEASUREMENT TOOLKIT FOR TBI

� A centralserver that launchesthetestsschedulerandalso
hostsa databaseto centrallycollect andanalyzethe data

� Security and trust policies that prevent abuse of the
infrastructure

The analysiscomponentof the centralserver also includes
a datavisualizationand alarm reportingcomponentto notify
appropriatepersonnelwho may needto resolve the problem
that causedthe alarm. The variousnovelties of our TBI are
discussedin the following subsections.

A. Application-speci�cMeasurementToolkit

It is known that different applicationshave disparateper-
formance expectations from the network. E.g. large-scale
data transfersrequire high throughput and low loss while
voice/videoapplicationsdemandlow latency, jitter and loss.
To verify network performance,we needto analyzemeasure-
ment scenarioswhere actual application traf�c performance
is measured.Common methods of verifying performance
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of a stream of ICMP or UDP packets (Ping, Iperf, etc.)
may not necessarilyrepresentperformancebottlenecksexpe-
riencedby actualuser-application's traf�c. Henceapplication-
speci�c measurementscombinedwith traditional ICMP and
UDP packet streammeasurementscould provide better in-
sight of the end-to-endnetwork performanceexperienced
by the user-applications.The network measurementtoolkit
used in the TBI, shown in Table 1, measuresend-to-end
network performancefor web server and databaseserver
responsetimes. It also measuresend-to-endperformanceof
high-performanceapplicationssuch as real-time multimedia
delivery (e.g. Videoconferencing),multicastapplicationsand
large-scaledatatransfers.

After vigorous acceptancetesting of various tools in a
LAN environment with WAN emulation, a comprehensive
toolkit was chosen.The acceptancetesting involved using
NISTnet [7] for WAN emulationandSpirentSmartBits [8]
for generatingcross-traf�c. For eachtestscenario,the testbed
switch ports and counterswere monitored to determinethe
typeandamountof traf�c generatedby thevarioustools.The
goalof theacceptancetestingwasto identify toolsthatcovered
multiple measurementmetrics,toolsthatwerenon-intrusive in
natureandtoolsthat respondedto thevariousWAN emulation
scenariosin a reasonablyaccuratemanner. The �nal network
measurementtoolkit shown in Table I consistsof both active
and passive techniquesand opensourcesolutionsas well as
commercialsolutions.Oneof theopensourcetoolsusedin the
toolkit is the H.323Beacontool [9] that we have developed.

B. Scheduler

In our LAN acceptancetests,we realizedthat a few of the
measurementtools requireddedicatedsystemresourcessuch
as: network interfacecard (NIC), CPU processing,ports and
multimedia codecs.One example in this context is that the
bandwidthestimationtools such as Iperf require signi�cant
amount of NIC resources.Another example is the caseof
the H.323 Beaconwherea test instancerequiresmany ports
(e.g. TCP 1720) to be exclusively available. Also, running
multiple simultaneousmeasurementsusing many tools on a
measurementserver could affect the results reportedby all
the tools sincethe testsinterferewith the eachother as they
competefor the samesystemandnetwork resources.

Monitoring infrastructuressuchasNetwork WeatherService
[10] use a token passingalgorithm betweenmeasurement
servers to avoid con�icts in performing simple delay and
bandwidth measurements.Token basedschedulingmethods
fail to scalewhenmultiple parallelmeasurementscouldsimul-
taneouslyoccuron two links that have no commonfactorsin
a network infrastructureinvolving multiple links. Hence,we
have developeda scaleableschedulerthat cannot only avoid
test con�icts but also permits controlling the granularity of
the testsand the amountof measurementtraf�c injectedinto
the network. Fig. 2 shows the work�o w of the centralized
schedulerthat is launchedfrom the 'Central Databaseand
Analysis Beacon' server which is used to centrally collect
all the measurementdata. The central server also has the
capability to analyze,summarizeand visualizemeasurement
datain real-time.

The 'Central SchedulerModule' is responsiblefor generat-
ing andupdatingTimetablesin real-timefor eachmeasurement
server in thetestbed.Thetimetablesspecifythetimesat which
cron jobsareexecutedfor launchingmeasurementtestson the
measurement-beacons.Thecentralschedulerusestwo typesof
dataasinput for the timetablegenerationalgorithm:topology
descriptionand measurementtool description.The topology
descriptiondataconsistsof:

� List of sitesto be monitoredandnodes-per-site
� Sitesin full-mesh,treeor hybrid-mesh

andthe measurementtool descriptiondataconsistsof:

� Tool name
� Measurementcharacteristic
� Tool associatedcommandwith relevant options
� Tool associatedscript �le
� Uni-directional/Bi-directionalmeasurementdatagenera-

tion
� Estimatedtestexecutiontime
� Intensityof impact (low/high)

The schedulerusesthe topologyinformationto determinethe
'RandomizedList of all Tests'.The randomizationof the list
of testsbetweensitespreventsa �x ed periodicity in measure-
mentsandthusenablescapturingeventsthatoccuroutsidethe
�x edperiodsof scheduledmeasurements.Thetestsin the lists
areintegratedinto the appropriatetimetablesin a round-robin
fashionby thescheduler. Figs. 3, 4, 5 show thefull-mesh,tree
andhybrid-meshtopologiesrespectively. A full-meshtopology
involves testing from eachmeasurementsite to every other
measurementsite, a tree topology involves testing between
neighboringsites only and a hybrid-meshtopology involves
supportingsubsetsof serversthat needa combinationof full-
meshandtree topologytype measurements.

The scheduleraims at bidirectional testing of the paths
betweenmeasurementserversin orderto exploreeffectsof the
asymmetriesin the Internetpathways on the relative perfor-
mancebetweenany two measurementsites.It takesadvantage
of uni-directionalor bi-directionaldatagenerationsupported
in measurementtools.E.g.OWAMP or H.323Beaconpresent
data from measurementson both ends of the test for one
test executioninstance.Henceone test is suf�cient to obtain
measurementdatain both directionsof a path.

The schedulersorts the 'Tool Data List' to permit cus-
tomizationof testsat any desiredfrequency andquantity. The
sortingis basedon thetool speci�c factorssuchasdurationof
the test,executiontime and the low/high intensity of impact
of the tool on the network. Low impact tools refer to the
light-weight tools suchasPing, OWAMP andTracerouteand
the high impact tools refer to the tools that inject relatively
larger numberof packets and take longer periodsof time to
complete.Iperf, H.323 Beaconand pathrateare examplesof
high-impact tools. The timetablesgeneratedare updatedin
real-timeon the measurementservers to orchestratenetwork-
wide measurementswithout overlappingof testsat any point
in the network.

An open-issuewith regard to the schedulerwhich we are
currently investigatingaddressesintegrating on-demandtests
into the measurementschedulesof the measurement-beacons.
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Fig. 2. Network-wide MeasurementTestsSchedulerWork�o w.

Fig. 3. Full MeshTopology.
Fig. 4. TreeTopology.

Fig. 5. Hybrid-MeshTopology.

In our current implementation,for regularly scheduledtests,
we specify a start time and an end-time value of 1 . A
value of 1 implies the tests are expected to occur in a
recurrentfashion.For theon-demandtests,we aredeveloping
an approachin which an on-demandtest will be treatedasa
specializedtestwith startandnon-in�nite endtimesspeci�ed
for eachtest in the measurementtool description.When an
on-demandtest has to be included in the system,a revision
of the timetablesand a live updateof the timetableson all
the measurement-beaconswill be performedby the 'Central
SchedulerModule'.

C. Analyzer

The analysisfunctionality at the centraldatabaseforms the
mostcritical andchallengingcomponentof our TBI. We have
developeda basic versionof our analyzerand are currently
enhancingits featureset.Ourmaindesigngoalsfor developing
the variousanalysisfunctionality are:

� To effectively identify anomalies(with a low probability
of false-alarms)that result in a decreaseof the network
end-to-endperformance

� To perform multi-path datacorrelationto isolateperfor-
manceproblemsinvolving multiple-links

� To obtain a network-wide performance view via a
“weather-map” functionality

The alarms generatedby the analyzerare basedon the
'Good', 'Acceptable' and 'Poor' performancethresholdswe
pre-de�nefor the variousmeasurementmetricssuchasdelay,
bandwidth, loss and jitter. The thresholdsare set basedon
application-speci�cperformanceconsiderationssincewe are
interestedin understandingtheuser-experienceof thenetwork
for real-time and data intensive applications.Recently, we
developednetwork performancethresholdsfor voiceandvideo
conferencingapplicationsover the Internet [11] for good,
acceptableand poor audiovisual quality gradesas perceived
by an end-user. We are extending this methodologyfor de-
termining performancethresholdsfor other applicationssuch
as multicast applicationsand large-scaledata transfers.We
arealsoinvestigatingthe possibility of determininga stability
metric for themonitoredpathsbasedon themeasurementdata
variationsbetweenthegood,acceptableandpoorperformance
thresholds.Our currentversionof the analyzermainly identi-
�es route changesthat affect end-to-endperformanceof any
of the links and tracks caseswhere there are decreasesin
the performanceover links due to route changesand other
anomaliesthataffect end-usernetwork-basedapplications.An
extensive visualizationcomponenthasalsobeenbuilt into the
analyzer that instantly generatesvaries perspectives of the
data collectedover the multiple links. The schemausedfor
storingmeasurementdatain our MySQL databaseenablesthe
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analyzerto perform data mining in an effective mannerto
createnetwork-wide views. Theseviews enableus to identify
not only bottlenecklinks but in somecaseseven bottleneck
hopsin variouspaths.

D. SecurityIssues

The deployed measurement-beaconscould potentially be
compromisedby network hackers and intruders who could
abuse the measurementinfrastructureto launch Distributed
Denialof Service(DDoS)attacks.To preventsuchoccurrences
we enforcesecurity policies and �re wall rules (access-lists)
both at the measurement-beaconsand at the routersthat are
associatedwith the measurement-beaconlocations.SinceIP-
spoo�ng could break these2 layersof defense,we are also
investigatingintegrating various Access,Authenticationand
Authorization(AAA) schemessuchassharedprivatekeys and
MD5 cryptographicchecksumsusedin [2] into our measure-
ment tool scriptsin order to further secureour TBI andalso
to be able to have a trust relationshipfor measurementtests
with other ISPswho run similar measurementinfrastructures.

I I I . TESTBED AND DATA ANALYSIS

A. End-to-EndNetworkPerformanceMeasurementTestbed

Fig. 6 shows the pilot testbedwe setupto test the TBI
softwarefor regularmonitoringof theend-to-endnetwork per-
formancemeasurementacrosscampus,regional andnational-
academicnetwork sites.Our measurementscurrently are di-
rectedtowardsusingactive measurementsonly. Thefrequency
of scheduledactive measurementsin the pilot testbedis once
in 2 hours.As shown in the Fig. 6, eachmeasurementsite
has 2 measurement-beaconservers connectedto the routers
at strategic points to obtain the end-to-endperformancedata.
CDMA time sourceshave been deployed at each of the
sites,making them Stratum-1NTP Servers, for preciseone-
way delaymeasurements.The Network Time Protocol(NTP)
has been con�gured at all the sites to peer with 4 other
neighboringpeersto obtainsynchronization.In orderto obtain
the best possiblenetwork measurementswithout any skew
from end-hostperformanceissues,the measurement-beacons
are dedicatedservers with top-of-the-line hardware; i.e. a
gigE interfaceNIC, powerful dual-processorCPU, abundant
memoryanddisk space.

B. Case-studiesinvolving empirical network-anomalies

In the following subsectionswe describea few case-studies
we collected using the above pilot testbedwith the most
currentversionof our TBI software.The case-studiesfeature
data for the anomaliesobserved in a 2-month monitoring
period. We have characterizedthe anomaliesin the case
studiesbasedon thosecausedby route changesin the paths
and those causedby network device mis-con�gurations or
erroneousmeasurementsfrom the measurementtools under
certainconditions.The measurementresultspresentedin the
casestudiesalsopresenta goodcomparisonof datagenerated
by variousmeasurementtools.They alsoillustratehow active
measurementsfrom toolsrespondto thestimulusof changesin

Fig. 6. Pilot TestbedspanningCampus,Regional and National Academic
Networks

thenetwork andreportdatawhich couldbeusedto potentially
identify end-to-endperformancebottlenecksaffectingend-user
applications.

Fig. 7. Pathsobserved for anomaliescausedby routechanges

1) Anomaliescausedby route changes: The most appar-
ent anomaliesobserved in NMIs are thosecausedby route
changes.Route changesare attributed to route �aps caused
by suboptimalrouting protocol behavior, network infrastruc-
ture failures, re-con�guration of networks or load-balancing
strategiesusedby ISPsto improvenetwork performance.They
could result in end-to-endperformanceproblemssince they
contributeto convergencedelayof thenetwork andalsoaffect
thepathproperties(round-tripdelay, availablebandwidth,lost
connectivity, etc.)

Fig. 7 shows 12 paths we analyzedin our testbedto
identify anomaliesdue to route changes.The 12 pathsarise
from measurementsperformedat eachmeasurement-beacon
site to 3 other sites in both directions.Fig. 8 shows our
visualization method to representroute changes.We have
automatedthe generationof above plots for route changes
seenin routine monitoring.From Fig. 8 we can observe an
actualroutechangethatoccurredon 15thof July at about6pm
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Fig. 8. Timeline Graphfor the RouteChangebetweenOSUB andOSUL

Fig. 9. Network RoundTrip Delay VariationsbetweenOSUB andOSUL

Fig. 10. Network RoundTrip Delay VariationsbetweenOSUL andOSUB

wherea morepowerful routerwasreplacedat theOSUborder
(192.88.192.98)which overrodethe previous set of 3 routers
(192.148.244.1,192.88.191.93,192.88.192.98).Figs. 9 - 11
show the changein the measurementsshown by the various

Fig. 11. Network Jitter VariationsbetweenOSUL andOSUB

Fig. 12. Timeline graphfor RouteChangebetweenUOCB andOSUB

Fig. 13. Network RoundTrip Delay VariationsbetweenOSUB andUOCB

tools for this route changes.We can observe an apparent
improvementin theperformanceof thelinks with thedecrease
in the round-trip delaysand jitter. We also notedan increase
in themaximumavailablebandwidthfor bothpaths(OSUBto
OSUL andOSUL to OSUB).The lossreportedby appareNet,
Iperf and other tools also reducednoticeably. This increased
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Fig. 14. Network RoundTrip Delay VariationsbetweenUOCB andOSUB

performancewas also noticedin the end-to-endperformance
measurementsbetweenthe UC Border measurement-beacon
and the OSU ComputerScienceLab measurement-beacon.
The OSU Border measurement-beaconthat experiencedthe
performanceproblem is locatedalong the path betweenthe
UC BorderandtheOSUComputerScienceLabmeasurement-
beacons.

Theresultsof theabove describedcasewereobtainedusing
visual inspectionof the measurementdata. In an alternate
scenarioshown in Figs. 13 and 14, the end-to-endpath
performanceactually decreasedafter a route change(shown
in Fig. 12) betweenOSUB and UOCB. In the caseswhere
suchdecreasein performancecrossesbeyondthepoornetwork
performancethreshold,we have con�gured the TBI to notify
us with an alarm.

Fig. 15. Pathloadvariationscausedby a device mis-con®guration

2) Other anomalies: Besidesanomaliescausedby route
changes,we noticed 2 other signi�cant anomaliesfrom our
measurementdata.The�rst anomalywasobservedin pathload
bandwidth measurementsshown in Fig. 15 when a rate-
limit was accidentally miscon�gured at the router next to
OSUB.Therewasasigni�cant dropin theavailablebandwidth
measurements.Theaverageavailablebandwidthchangedfrom
80.37Mbps to 59.85Mbps in the 100Mbpslink. After a few
daysthe miscon�gurationwascorrected,which resultedin an
increasein the averageavailable bandwidth to about 82.53
Mbps for the periodsshown in Fig. 15.

The secondanomalywas observed in the OWAMP vari-

Fig. 16. OWAMP variationscausedby NTP behaviour betweenOSUL to
UOCB

ations shown in Fig. 16. OWAMP tool relies on the NTP
clock offset to report one-way delays at the microsecond
precision-level. Dueto NTP instability in theclocksat UOCB,
an interestingpatternof one-ways delayswere observed in
the measurementsinvolving UOCB. Periodicallyas the NTP
estimatesskewedoff, NTP compensatedfor theextremeskew
and gave rise to an anomalywe termedas an ”ocean-wave”
anomalyof OWAMP.

C. End-to-End PerformanceComparisonof Academicand
Commercial Networks

In this section,we comparethe end-to-endperformanceof
campus,regional,national-academicandnational-commercial
networksbasedon theH.323Beaconobjective MeanOpinion
Score (MOS) measurements.A MOS measurementfor a
network link is useful to understandan end-userexperience
if he/sheusesa voice or video over IP applicationon that
particularnetwork link. TheobjectiveMOSvaluesarereported
on a scaleof 1 to 5; 1-3 rangebeing poor, 3-4 rangebeing
acceptableand4-5 rangebeinggood.Thereaderis referredto
[9] and [11] for moredetailspertainingto theH.323Beacon's
objective MOS measurements.

Table II shows the averageround-tripdelay, averagejitter,
averagenumberof packets lost, averageMOS and average
coef�cient of variation of MOS, as measuredby the H.323
Beacon,for different networks. Campusmeasurementsrefer
to measurementsbetween2 campuslabs(OSUL andUOCL),
regional measurementsrefer to measurementsbetween2 re-
gional borderrouters(OSUB andUOCB), national-academic
measurementsrefer to measurementsbetween2 nationallabs
(OSUL and NCSL) and national-commercialmeasurements
refer to measurementsbetweena campussite anda commer-
cial site in the New York area.H.323 Beacontestswere run
regularly betweenthe above mentionedsitesover a periodof
two weeksand the summarizedresultshave beenpresented
in Table. II. The 'Coef�cient of Variationof MOS' valuesin
the tablearea measureof the relative variability of the MOS
valuesandareexpressedasthestandarddeviation of theMOS
asa percentageof the mean.

As seenfrom the co-ef�cient of variation of MOS values
in Table II, academicnetworks are most suitablefor voice
and video over IP. Our resultsshow, that the averageMOS
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Site Characteristics Delay (ms) Jitter (ms) Number of Packets Lost MOS Coef®cient of Variation of MOS (%)
Regional 7 3.167 2 4.4033 0.13

National-academic 45.67 3.667 8 4.3033 0.35
Campus 23.67 5.67 9 4.1733 1.54

National-commercial 46 22 11 3.967 7.4

TABLE II

TABLE SHOWING THE PERFORMANCE OF ACADEMIC AND COMMERCIAL NETWORKS AS MEASURED BY THE H.323 BEACON

valuesfor commercialnetworks, tend to be lesserand have
a greaterdegree of variancethan the measurementsin aca-
demic networks. Also from Table II we can observe that,
amongstthe academicnetworks, the MOS valuesare most
stable in regional network measurementsin comparisonto
thecampusandnational-academicmeasurements.Thecampus
measurementsare the least stablein comparisonto regional
and national-academicmeasurements.The instabilitiesin the
campusmeasurementscanbe attributedto LAN performance
limitations in departmentlabs.The instabilitiesin thenational
measurementscan be attributed to the fact that the traf�c
traversesmultiple ISP backbonesandhasa higherprobability
of experiencingcongestionor other performancebottlenecks
comparedto the regional network measurements.

IV. NG-NMIS FEDERATION FRAMEWORK

In this section,we describea framework of a federation
of measurementinfrastructuresthat couldcollectively be used
to understandend-to-endperformancebottleneckscausedby
network issuesspanningmultiple ISP domains.We envision
our TBI to evolve in aninter-operablemannersoasto interact
with othermajornetwork measurementinfrastructuresglobally
in a federatedfashion.

Since many of the early Internet protocols did not ad-
dressissueswith network measurementsin a comprehensive
manner, identifying and resolving performanceproblemsin
ISP backboneshas becomea challengingtask. Many kinds
of active and passive measurementtechniqueshave emerged
to addressquick detection, identi�cation and resolution of
anomaliesin the network. However, integrating thesetech-
niques into existing devices (e.g. routersand switches)has
proven to be non-scaleablesince these techniquescausea
signi�cant overheadon theroutersthatcouldaffect their main
functionalityof routingpackets.SincesatisfyingServiceLevel
Agreements(SLAs) involving high network availability and
low thresholdsof network performanceparametersarecritical
to remain competitive, ISPs have startedinstrumentingtheir
networks with NMIs for active measurements(bandwidth,
delay, etc.) and passive measurements(Net�ow data collec-
tion, tracking BGP advertisements,etc.). This has led to the
generationof massive amountsof valuablemeasurementdata
within individual ISP domainswhich re�ect the statusof the
network at any given point of time.

Fig. 17 shows a futuristic view of interoperableNG-
NMIs in multiple ISPdomainswhereISPssharemeasurement
data with other trusted ISPs. The readercan refer back to
Section1 where we enlistedthe important characteristicsof
an NG-NMI. The network measurementresearchcommunity
is already addressingissuesnecessaryfor developing such

a framework. Varioustechniquesfor bottleneckidenti�cation
andquanti�cation of theanomaliesacrossmultiple links have
beendesigned[12], [13]. Therehasbeenprogressevenin the
areaof standardsfor relevantdataschemas[14] suchthatISPs
could accessmeasurementdata of other trustedISPs in the
federationto identify location and causeof the performance
bottlenecksaffecting end-usersin any ISPsnetwork. Someof
the open-issuesin researchthat are currently being pursued
in the context of NG-NMIs include discovering appropriate
measurement-beaconsacrosstestpathsin real-timeandmore
complex methodsof data mining to correlatenetwork wide
eventsto identify mis-behaving �o ws that disrupt the perfor-
manceof the traf�c of the end-usersin the network.

V. CONCLUSION AND FUTURE WORK

In this paper, we presentedour novel network measurement
methodologywe are developing for routine monitoring and
end-to-endperformancetroubleshootingof our Third Fron-
tier Network backbonewhich connectsmajor academicand
researchinstitutions in Ohio. Our measurementmethodol-
ogy includes an application-speci�cmeasurementtoolkit, a
scaleabletest schedulerand analysismodule to empirically
identify end-to-endbottleneck paths in monitored network
routes.To show the utility of our proposedmethodology, we
presenteda few case-studiesobtainedfrom regularmonitoring
of a network end-to-endperformancemeasurementtestbed
between3 University campuslabs traversing regional and
nationalacademicnetwork backbones.We presenteda perfor-
mancecomparisonof campus,regional,national-academicand
national-commercialnetworksbasedon themeasurementdata
generatedby the H.323 Beaconin our pilot testbed.Finally,
we illustratedour vision of how our TBI will evolve andinter-
operatewith othermajornetwork measurementinfrastructures
globally in a federatedfashion.

We arecurrentlyin theprocessof increasingthenumberof
monitoredsites in other universitiesand institutionsthat use
our network backbone.We are enhancingour TBI software
to be capableof more complex techniquesof identifying
end-to-endperformancebottlenecks.We have developed a
preliminary version of a network-wide monitoring weather-
mapwhich we would like to extendto obtainmoreinteresting
visualizations.We areplanningto addressDDoS attackiden-
ti�cation and trace-backmechanismsbasedon the Net�ow
dataobtainedfrom routersat multiple vantagepoints in our
network. We are also planning to implementvarious XML-
basedrequest/responsedataschemasbeing recommendedby
theGlobalGrid ForumNetwork MeasurementWorking Group
[14].
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Fig. 17. Futuristic-view of NG-NMIs FederationFramework
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