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Abstract—Network control and management techniques (e.g., ‘ VvV V.V vV ¥ ‘v LY 9.9,
dynamic path switching, on-demand bandwidth provisioning) R T
rely on active measurements of end-to-end network status. (a) Periodic Sampling () Random Sampling
These measurements are needed to meet network monitoring pay Night
objectives such as: (a) intra-domain/inter-domain paths status ‘ \VAERvAvANLvARER Y/ N AvAvAvAvA A RvARY
checking, (b) network weather forecasting, (c) anomaly event R
detection and (d) fault-diagnosis. In this paper, we present a (b} Stratified Random Sampling (d) Adaptive Sampling

novel semantic scheduling algorithm based on deterministic and
heuristic scheduling principles to handle measurement request
loads for meeting network monitoring objectives that aid in
resource adaptation decisions. The semantic priorities specified
to our scheduling algorithm that are based on user-level and S
resource-level policies allow preferential treatment of measure-  Anticipating above demands from end-users and also to
ment requests that supercede typical scheduling priorities based Serve their own routine monitoring purposes, Internet Ser-
on periodicity and execution time. We evaluate our semantic vice Providers have instrumented networks with measuremen
scheduling algorithm using metrics such as cycle time and frameworks such as NLANR AMP [6], perfSONAR [1], Net-
satisfaction ratio for increasing measurement request loads. Our work Weather Service (NWS) [2] and ActiveMon [7] [3]. The
semantic scheduling algorithm and evaluation study findings are .

vital to deploy and manage large-scale measurement infrastruc- Meéasurement frameworks allow sampling of measurements

tures used for meeting monitoring objectives in support of next- at strategic points along inter-domain and/or intra-demai

Fig. 1. Network Status Sampling Patterns

generation applications and networks. network paths. The measurement sampling is performed using
measurement scheduletfsat invoke active measurement tools
|. INTRODUCTION such that: (a) there are no “measurement conflicts” that lead

Recent widespread deployment of openly-accessible mé@-mis-reporting of network status due to CPU and channel
surement frameworks such as perfSONAR [1] has resultégpource contention from concurrently executing tools), @)
in end-users competing for measurement resources. Herf@ive measurement probe traffic is regulated based on pre-
there is a dire need to develop semantic scheduling algasithspecified “measurement level agreements” (MLAs) [3] (e.g.,
which allow precedence-based strategies for schedulilag redpto 5% of network bandwidth can be probe traffic).
tively more important measurement requests in the contiext o Given that measurement resources (i.e., tool servers-band
meeting network monitoring objectives. width) are limited, feasible schedules may not be possible

Measurement requests from end-users feature diverse sander high measurement request loads. Consequently, mea-
pling time-interval patterns shown in Figure 1. Periodimsa surement requests that could not be scheduled might adiverse
pling is required to produce accurate network weather foraffect monitoring accuracy. Our work is motivated by the
casts [2] [3]. Whereas, random (e.g., poisson, exponentitd¢t that none of the measurement scheduling algorithms
gaussian) or stratified random sampling is used to deté&ed in existing measurement frameworks have the ability to
network performance anomalies [4]. Further, there are drarhandle semantic priorities that allow preferential trezttnof
works such as [5] that usadaptive sampling for reducing measurement requests when end-users compete for using mea-
the amount of processed data and to allow modifying ttsgirement resources. In this paper, we present a novel semant
sampling frequency based on assumptions such as diurgeleduling algorithm that is conflict-free and MLA-complia
network patterns. The network status sampling is done usiagd handles measurement requests with semantic pridoties
active measurement tools such as Ping, Traceroute, Ipdrf aneeting network monitoring objectives that aid in resource
Pathrate that inject a series of test packets into a netw@#aptation decisions. The algorithm is based on detertizinis
path and analyze their behavior to report metrics such @gd heuristic scheduling principles and uses semanticifie®
availability, delay, jitter, loss, route changes and leoigick- driven by user-level and resource-level policies.
bandwidth. The remainder paper organization is as follows: Section 2

presents a background on measurement requests and their han

This material is based upon work supported by the Departmeqpng by scheduling algorithms. Section 3 provides details

of Energy under Award Number: DE-SC0001331. The views afdll novel semantic scheduling algorithm and related sdeedu
opinions of authors expressed herein do not necessarily state artreflgeneration issues. Section 4 presents performance dealsiat

those of the United States Government or any agency thereof.  of our algorithm, and Section 5 concludes the paper.



Switch jobs in schedule bins using a “first-fit decreasing” [9] pijohe,

where jobs are ordered with decreasing execution times, and
jobs with higher execution times are scheduled earlier than
jobs with relatively lower execution times.

Deterministic scheduling algorithms similar to EDF-

Measurement

T1=(Sp, S2 Iperf; 30, 10, Low)
N T2= (82, S5, Iperf, £c(AdaptivePeriodic), 5, Medium)

A T3=(Sy, S3, Pathrate, £(R wisson), 15, Mediumy  CE [3] [8] are efficient in scheduling network weather forgtea
.~ ‘ T4=(S4 S5, Ping, £e(RandomExponential), 5, Low) ing related measurement tasks, where faskodicity (equiv-
@ Measu,emernimpo,ogy (b) Task Set alently the task’s deadline) determines its relative sahed
ing priority. The EDF-CE scheduling algorithm orders and
ot lpert lpert | Pattiate | Ping 1 schedules measurement requests based on the earlieshelead|
_Ipert 1] 1 1 0 first (EDF) scheduling principle, while allowing concurten
Pathrate | T | T | 1 |0 - 75 execution if jobs do not conflict nor violate MLAs.
Ping 0 0 0 0
(c) Tool Conflict Matrix (d) Task Conflict Graph I1l. SCHEDULING SEMANTIC PRIORITY TASKS

A. Semantic Scheduling Algorithm

The semantic prioritysp; in a measurement task; is
specified when there is an urgency to schedule the task
Il. BACKGROUND AND TERMINOLOGY by superseding typical scheduling priorities i.e., pera
A. Measurement Tasks execution time. Thep; can be based on “user-level” policies

. (e.g., a certain user role has higher privileges to subma-me
The network paths to be measured are specified bysgrement requests compared to other user roles) or “resourc

measurement topologwhich can be formally represented by gge” policies (e.g., measurement requests involvingaint
graphG = (N, E), whereN is the set of measurement servergomain resources are more important than those involving
and E is the set of edges between a pair of measuremepfor qomain resources). To determisg;, we could ideally
servers. On top of the measurement topology, a set of 0r§90{kfine an ontology to describe measurement tasks and apply
measurement requests are specified. Using real-time systg@ifarence techniques. However, we choose a simple approach
terminology, an on-going measurement request can be @reaig this paper and abstract the semantic priorities intoethre
as an “offline task;. Ther; specification contains the SOUrC&yrades:high, medium and low.
serversrc;, destination servetist;, active mea_surement tool Herein, we describe the Semantic Priority Scheduling (SPS-
tool;, inter-sampling time between consecutive measuremefbg) aigorithm that schedules measurement tasks with seman
instances based on the desired sampling pattern shown-in Fig priority grade inputs. The ‘GPE’ term indicates that the
ure 1, execution time; of a single measurement instance, angcneduler first considers semantic priority grade follovagd
finally the semantic priority. Figure 2 shows the_mea_sur&meﬁbriodicity and execution time, respectively while getieg
topology of an example task set. A taskwith a fixed inter-  neaqrement schedules. For a given task set with GPE inputs,
sampling time or periody() can be expressed as follows: 1o SpS-GPE algorithm determines the relative priority of a
measurement task on a scale of 0 to 2 considering the char-
acteristics of the overall task set using a “penalty funttio
For non-periodic tasks, the inter-sampling timgefollows a We now explain the sequence of steps involved in the SPS-
function £(s) corresponding to their sampling pattern. WEE algorithm with penalty function calculations as illased
denote thej-th instance (or job) of; as;;. Further, the time in Figure 3, and follow it up with an explanation of how the
when thej-th job 7;; is released to be scheduled is called th8PS-PE algorithm is transformed into the SPS-GPE algorithm
release timeand simply given by(j — 1)p;. The tool conflict =~ The SPS-PE algorithm combines the features of both the
matrix of a task set will have an entry of 1 if any tool isdeterministic and heuristic scheduling algorithms. Thegity
empirically found to be CPU or channel intensive, and if itunction calculation in the SPS-PE algorithm is as follows:
causes measurement conflict with another tool that hasasimilnitially, all tasks are assigned a priority of zero. Nexte w
resource consumption characteristics. The task conflaphgr obtain the maximum execution time among the tasks in the
of a task set contains edges between conflicting taskshies, tgiven task set. Subsequently, for each task we calculate the
have a common measurement server or measurement pathr&ltive execution time of the task as, execution time of the
definehyperperiodfor task set as the least common multipléask divided by the maximum execution time, and increment
of all the task periods in the set. Alternately, the schedmite the priority using this calculated value. We then check #iskt
all the input tasks is generated over a hyperperiod duratiorhas periodicity (i.e., periodic, stratified random or adagpt

. . with periodic/stratified random segments) in its speciiorat
B. Measurement Scheduling Algorithms If the task has periodicity, we increment the already assign

Heuristic scheduling algorithms similar to Heuristic Birpriority by 1.

Packing (HBP) [7] are efficient in scheduling routine net- Once the priority of each task is calculated by the penalty
work monitoring tasks, where thexecution timeof a task function, the tasks are arranged in decreasing order of thei
determines its relative scheduling priority. The HBP aidpon  priority. We move the periodic jobs (pure periodic, stratifi
packs the non-conflicting and MLA-compliant measuremenandom or adaptive with periodic segments) into the EDF

Fig. 2. Example Task Set and Conflict Graph

T; = (srei, dst,, tool;, pi, e;, sp;).
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Fig. 3. SPS-PE Schedule Generation Flowchart

gueue, and the random sampling pattern jobs into the H
gueue. We then schedule the periodic jobs in EDF queue usif
the EDF-CE algorithm and move the jobs that result in an
infeasible schedule into the HBP queue. The position ofethe
jobs in the queue depends on their priority. For each jobén t
HBP queue, we check if it conflicts with the already schedule
EDF-CE jobs. If they do not conflict and if MLA constraint is
not violated, we schedule the job with the same release ti
If any of the above conditions are not met, we move the job
to the next release time and continue to do so until the jobf‘i'g

scheduled.

To transform the SPS-PE into the SPS-GPE algorithm, t
initial step of ordering the tasks is based on the user-le
and resource-level policies (high, medium and low grade@§
associated with the tasks. In case of a tie between same
grade tasks for schedule generation (e.g., 2 tasks havgig h
grades), we consider their corresponding scheduling ipesr
calculated using the penalty function to re-order the tatke
jobs of the re-ordered tasks are then pushed into the HBP
EDF-CE queues and are scheduled similar to the sequence

me
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Fig. 4. Semantic PE Schedule
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Fig. 5. Semantic GPE Schedule

the figure indicate the release times of measurement jobs.
By calculating priority as described in the earlier subsec-
tion IlI-A, we assign the priorities of tasks as follows:
71 = (10/15)+1=1.66;7» = (5/15)+1=1.33;153=(15/15)=1;
74=(5/15)=0.33. Jobs of tasks andr, are scheduled before
é}&;air deadline because of their higher scheduling presiti
compared tor; and7,. Jobs of task, are scheduled as soon
asgthey arrive because they do not conflict with eithgrr
r 73 tasks. Due to their lower scheduling priority, jobs of
ask 73 i.e., 733 and 34 are not assigned a slot within their
adlines. However, SPS-PE schedules them in a later time
Slot towards the tail-end of the final schedule without tgtal
discarding them.
Figure 5 shows the schedule output for the tasks in Figure 2
ing the SPS-GPE algorithm. Both tasks and 73 have
medium’ semantic grade priority, and hence in this priprit

ﬁf case, we check their scheduling priorities. Singehas

|pher scheduling priority compared tg, taskr, gets highest
eference, followed by tasks, 71 andry, respectively. Jobs
taskr, in this case also get scheduled as soon as they arrive
ecause they do not conflict with eithey, = or 73 tasks.

ince tasksr, and 73 have higher priority than task;, the
SPS-GPE schedules jobs sf and 73 before their deadlines,
aﬁ%j consequently causes deadline misses of jphand 4.

IV. PERFORMANCEEVALUATION

of steps of the SPS-PE algorithm shown in Figure 3. Unlike

SPS-PE algorithm which moves the jobs in HBP queue to the Simulation Setup

next release time, the jobs with low priority (either EDF-CE Qur synthetic task set is similar to the example task set
or HBP scheduled jobs) are moved to the next release timesiown in Figure 2. The perigel and execution time; of each

case of SPS-GPE algorithm.

B. Semantic Schedule Generation Is

sues

task 7; is randomly selected from [1000 sec, 10000 sec] and
[100 sec, 999 sec], respectively. The perjgdand execution
time e; ranges are based on values of commonly used tools

Figure 4 shows the schedule output for the tasks in Figura@rexisting measurement frameworks such as perfSONAR and
using the SPS-PE algorithm. Note that upward arrows Activemon. To evaluate our algorithm scalability, we caolesi



200 _ . scheduling priorities of period and execution time. In tHRSS
3&53 PE algorithm, a priority of 2 denotes highest priority; jpelic
- e tasks get a default priority of 1, and a relative priority ofd)
S e 1 based on their execution time. This causes periodic tasks,
z__e.o-"’ especially the ones with high execution times to get higher
50 §j§ priority and thus have the best chance to be scheduled before
M their deadlines. However, in the SPS-GPE algorithm, tasks
% 00 1000 1200 with ‘high’ semantic priority grade get highest prioritychget
scheduled first, followed by ‘medium’ and ‘low’ grade prityri
Fig. 6. Cycle time trends for increasing MLAs and tasks  tasks (irrespective of task’s scheduling priority basegeriod
and execution time). Thus, if all the high priority tasks are
scheduled before their deadline, we consider the satisfact
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O G006 0o Srennnnens o ratio to be 1. For the SPS-PE algorithm, satisfaction ratio
Sog°, "oa_ OSPSPE  toutil ] depends on the job deadline misses.
Sog 7 R As shown in Figure 7, if there are no MLA constraints,
Sor o e B e satisfaction ratio using the SPS-GPE algorithm is alwaysmkq
S og ®o 1 to 1 even with large number of task inputs. In case of SPS-PE
Dog o o . algorithm, we can see that, satisfaction ratio drops dralyi

0. =0 o0 550 > %500 below 1 with increasing number of tasks. We can also infdr tha

Number of Tasks if there are excessive MLA constraints or inter-task cotsflic

Fig. 7. Comparison of SPS-PE and SPS-GPE represented by MLA=4 condition, satisfaction ratio of SPS-

GPE drops below 1. Nevertheless, satisfaction ratio of #8-S
GPE algorithm is always higher than the corresponding value

2500 servers in our simulations which is a realistic numb#t the case of the SPS-PE algorithm.
in large-scale multi-domain measurement infrastructurés V. CONCLUSION
type of sampling pattern is chosen randomly from the set of
sampling patterns comprising of periodic, stratified rando

rar|1:dom ("ﬁ" pgsson, zxponenual,dgaussmkn) anf?_ a@ptl\é scheduling principles to allow preferential treatment elfar
or each task set and corresponding task conflict graph, W, more important measurement requests when end-users

average the results obtained by running the simulation ovef | ete for measurement resources. Our evaluations showed

500 iterations to obtain the data points shown in evaluati(mat the SPS-GPE algorithm produces efficient measurement
graphs. We us€ycle Timeand Satisfaction Raticas perfor-

trics i luatiorBycle timeis defined as th schedules (low cycle times) and successfully schedules hig
Mmance metrics in our evaluatiorisycie imeis defined as the riority measurement requests (high satisfaction ratios)
duration over which a complete round of all scheduled Jot{J

In this paper, we proposed a novel semantic priority schedul
ing (SPS-GPE) algorithm based on deterministic and héirist

Hcreasing measurement request loads.
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